Before the
Federal Communications Commission
Washington, D.C. 20554

In the Matter of )

)
Protecting the Privacy of Customers of WC Docket No. 16-106

Broadband and Other Telecommunicatiohs
Services )

COMMENTS OF THE INTERNET ASSOCIATION

Mark W. Brennan Abigail Slater

Partner General Counsel

Hogan Lovells US LLP The Internet Association
555 13th Street, NW 1333 H Street NW
Washington, DC 20004 West Tower, Floor 12
(202) 637-6409 Washington, DC 20005

(202) 770-0023
Counsel for The Internet Association

May 27, 2016



TABLE OF CONTENTS

Page
[, INtroduction and SUMMAIY. .......iiiiiiiie ettt e e e e e et e e eann e aees 1
[1.  ADOUL the INtEINEt ASSOCIALION. .. ..ene et e et et e e e e e 2

lll. Congress Expressly Limited the Application of Saect?22 to Title Il Telecommunications
Y] 400 PP 3

IV. The FTC's Comprehensive, Time-Tested Data Privacyl &ecurity Enforcement
Framework Already Protects Consumers of InternegeE8ervices and Other Non-Title
L@ 3] TV PP 4

A. The FTC is widely recognized as a thought leadedata privacy and security
IS SUBS. . ettt it e et et e et et e et e e e e e ea et e it e e et et e et et et et e eeannaaaaaraans 4

B. The FTC’s existing enforcement standards estabtisaningful consumer data
privacy and security protections for edge servass non-Title Il offerings. ..6

C. As the FCC has recognized, the FTC has zealou$tyaad Section 5 of the
FTC Act when companies fail to meet data privaay security expectations. 7

D. Existing state laws also provide additional consupmetections...................... 8

V. The FCC Should Consider Providing Additional Flelxyp and Support for Small
BUSINESSES. .ttt et e e e e e e e e e e et e e e aaa 10

AV I O{e] 3 [o] (1] (o ] o T TR 10



Before the
Federal Communications Commission
Washington, D.C. 20554

In the Matter of )

)
Protecting the Privacy of Customers of WC Docket No. 16-106

Broadband and Other Telecommunicatiohs
Services )

COMMENTS OF THE INTERNET ASSOCIATION

Introduction and Summary.

The Internet Association, through counsel, respdgtéubmits these comments in
response to the Federal Communications Commiss{@ammission” or “FCC”) April 1, 2016
Notice of Proposed RulemakingNPRM) in the above-captioned proceedihgn theNPRM
the Commission seeks comment mrter alia, a series of proposals to apply Section 222 of the
Communications Act (the “Act”) to broadband Interaecess service (“BIAS”), which it
reclassified in 2015 as a “telecommunications sef\subject to Title Il of the Act.

As discussed below, tidPRM properly excludes “edge services” from the progose
Section 222 requirements. To do otherwise woutdcantrary to the plain language of the
Communications Act. Moreover, new requirementgdge services are unnecessary, including
for example because of the Federal Trade CommisgitFiT C’s”) robust oversight of non-Title
Il services on privacy, security, and other consupmetection issues, along with additional

oversight by state regulators.

! Protecting the Privacy of Customers of Broadband &ther Telecommunications Services
Notice of Proposed Rulemaking, FCC 16-39 (rel. Apr2016) (NPRM).

2 |d. 11 2, 13Protecting and Promoting the Open Intern@eport and Order on Remand,
Declaratory Ruling, and Order, 30 FCC Rcd 56010532 11 462-67 @015 Open Internet
Order’).



The Internet Association supports the Commissicaissumer privacy goals of
promoting transparency, choice, and security. i@@ambers provide a host of consumer-facing,
Internet-based “edge services” — for example, $eatdeo and audio streaming and
downloading, and social networking, to name a fég.the Commission recognized in the
NPRM these services are not BIAS or telecommunicats@ngices and do not fall within the
ambit of Section 222, which Congress has exprésited to the providers of Title 11
telecommunications services. Instead, edge sepnasewell as other non-Title 1l offerings, are
subject to robust federal and state data privadysacurity laws and regulations that are actively
enforced by the FTC and state attorneys geneiiahll¥; the Commission should also examine
the impact its proposals could have on small bssiee and consider providing additional
flexibility to such entities.

Il. About the Internet Association.

The Internet Association represents the interestégreerica’s leading Internet companies
and their global community of usetslt is dedicated to advancing public policy sajus that
strengthen and protect Internet freedom, fostesvation and economic growth, and empower
users. The Internet Association is also commitbegrotecting users’ online privacy by
providing cutting-edge tools that empower usenmnitédke choices about how they view content

online.

% The Internet Association’s members include AirbAmazon, Coinbase, Doordash, Dropbox,
eBay, Etsy, Expedia, Facebook, FanDuel, Googleu@rn, Handy, IAC, Intuit, LinkedIn, Lyft,
Monster, Netflix, Pandora, PayPal, Pinterest, Rradtusion, Rackspace, reddit, Salesforce.com,
Snapchat, Spotify, SurveyMonkey, Ten-X, Transfe®VisripAdvisor, Turo, Twitter, Uber
Technologies Inc., Yahoo!, Yelp, Zenefits, and Zgng
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I1. Congress Expressly Limited the Application of Seatin 222 to Title I
Telecommunications Services.

In theNPRM the Commission proposes to apply its existintusbay authority “solely to
the existing class of services that Congress imduaithin the scope of Title 1, namely the
delivery of telecommunications servicés Recognizing this important distinction, the
Commission’s proposals in tidPRMproperly exclude edge services from any new
requirements. Consistent with the limits imposgdilbongress, the Commission has repeatedly
declined to extend new Title Il obligations to edgevices and should do so again in this
proceeding.

As the Commission recognized, Section 222 is attsespecific statute that includes
detailed requirements that Congress requires bigedpp the provision of telecommunications
servicesput notthe provision of other services by broadband prengdior to information
providers at the edge of the networklh its 2010 Open Internet Ordethe Commission
appropriately chose not to extend net neutraligpirements to edge services, recognizing that in
contrast to “edge provider activities, such asptwvision of content or applications over the
Internet,” the Communications Act “particularly éats [the Commission] to prevent harms
related to the utilization of networks and specttorprovide communication by wire and
radio.”

Consistent with its jurisdiction under the Commuanions Act, the Commission has

appropriately continued to refrain from imposingweabligations on edge services. In @5

* NPRMY 13;see alsal7 U.S.C. § 153(51) (stating that Title II's comraoarrier requirements
apply to telecommunications carriers “only to thieeet that [they are] engaged in providing
telecommunications services”).

> NPRMT 13 (emphasis added).

® Preserving the Open Internet, Broadband Industrgdices Report and Order, 25 FCC Rcd
17905, 17934 1 50 (rel. Dec. 23, 201®Q10 Open Internet Ord&c
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Open Internet Ordein which the Commission reclassified BIAS undeleTit and prompted

this proceedingthe Commission again rejected calls to impose egguis on edge services.

Recently, in its Order denying a petition filed @gnsumer Watchdog requesting that that the

Commission require edge providers to honor ‘Do Naick’ requests, the Commission stressed

that it has been “unequivocal in declaring théis no intent to regulate edge providéers.”
There is no reason to switch course. Moreovedjstaissed below, adopting additional

data privacy and security requirements on edgacgesris unnecessary and would upend the

current regulatory framework for such services authproviding meaningful additional benefits

for consumers.

V. The FTC’s Comprehensive, Time-Tested Data Privacyradl Security Enforcement

Framework Already Protects Consumers of Internet E@e Services and Other Non-
Title 1l Offerings.

The FTC'’s existing data privacy and security erdoment framework provides strong
consumer protections, and there is no need foF@@ to impose regulations that duplicate,
displace, or “supplement” that framework. The F$@idely recognized as a leading voice for
data privacy and security matters, and its numeeofsrcement actions and guidance
documents — coupled with similar enforcement fraoww at the state level — have established
well-settled, comprehensive, and effective dategoy and security expectations.

A. The FTC is widely recognized as a thought leader otlata privacy and security
issues.

As the FCC recognized in thPRM the FTC is “critically important in this spher®.”
For example, in both domestic and internationadl@gmd policy circles, parties turn to the FTC

for privacy and security leadership. The FTC heenbdescribed as the “nation’s privacy

" Consumer Watchdog Petition for Rulemaking to Regfitge Providers to Honor ‘Do Not
Track’ RequestOrder, 30 FCC Rcd 12424, 12424 | 1 (rel. No(3,5).

8 NPRMT 8.



arbiter® and the “chief regulatory agency charged with @ctihg privacy and data security.”
This position as a national thought leader andhgtenforcement authority has helped define
privacy standards for consumers and commercidienalike. Privacy scholars, for instance,
have noted that “FTC privacy jurisprudence is treadest and most influential regulating force
on information privacy in the United States.*.”

In drafting its proposed data privacy and secueityslation, the White House recognized
the FTC'’s privacy leadership and chose to vestaaityhwith the FTC to enforce the
requirements. It also expressed its support fionpifying and clarifying the legal landscape
and making the FTC responsible for enforcing thesboner Privacy Bill of Rights against
communications providers?®

The FTC’s leadership role in the U.S. is also gedzed in privacy forums around the
world. For example, the FTC helped negotiate ti&{EU Safe Harbor Framework and its

successor, the Privacy Shield, which seeks to geo@imechanism to transfer data on EU

persons to the U.B. The FTC also led federal efforts to create thiaAacific Economic

¥ Katy BachmanFTC Chair Edith Ramirez Fights for Data SecurityddPrivacy Rights
ADWEEK (May 27, 2014)http://www.adweek.com/news/television/ftc-chairtbeliamirez-
fights-data-security-and-privacy-rights-157930

19 press Release, Georgetown University Law Centeorggtown Law Launches New Center
on Privacy and Technology, (Jul. 21, 201jp://www.law.georgetown.edu/news/press-
releases/georgetown-law-launches-center-on-prieacltechnology.cfm

1 SeeDaniel J. Solove & Woodrow Hartzoghe FTC and the New Common Law of Privacy
114 @Lum. L. Rev. 583, 587 (2014).

2 The White House, GNSUMERDATA PRIVACY IN A NETWORKEDWORLD: A FRAMEWORK FOR
PROTECTINGPRIVACY AND PROMOTING INNOVATION IN THE GLOBAL DIGITAL ECoNnoMmY 39 (Feb.
2012),https://www.whitehouse.gov/sites/default/files/aay-final. pdf

13 U.S.DEP T oF COMMERCE, EU-U.S.PRIVACY SHIELD FRAMEWORK PRINCIPLES (2016),
https://www.commerce.gov/sites/commerce.goV/filesiia/files/2016/eu us privacy shield ful

|_text.pdf.pdf




Cooperation Cross Border Privacy Enforcement agarmnt, among other international efforts,
on behalf of the U.$

B. The FTC's existing enforcement standards establismeaningful consumer data
privacy and security protections for edge serviceand non-Title Il offerings.

The FTC has authority under Section 5 of the FTCtéd¢ake action against businesses
that engage in “unfair” or “deceptive” acts or giees’ and it has used this authority to shape
the U.S. data privacy and security landscape foswmers and industry. As part of these
efforts, the FTC has sought to address a comprefeerange of privacy and security issues. To
date, the FTC has brought almost 60 data secwa#gs; more than 50 general privacy actions,
and almost 30 cases for violations of the GramneheBliley Act*® As examples, the FTC has
sued businesses that allegedly spammed consumstied|ed spyware on computers, failed to
secure consumers’ personal information, deceptitralsked consumers online, violated
children’s privacy, unlawfully collected informatioon consumers’ mobile devices, and failed to
secure Internet-connected devices used to stosemarinformatiort’

“Deception” and “unfairness” are the legal standaitht the FTC applies for
enforcement actions under Section 5, but the griesiunderlying the FTC’s data privacy and

security enforcement are rooted in a set of comynotilized privacy standards: the Fair

14 Asia-PAciFic EcONoMIC COOPERATION APECCOOPERATIONARRANGEMENTFOR CROSS
BORDERPRIVACY ENFORCEMENT(*CPEA”) (2009),
http://www.apec.org/~/media/Files/Groups/ECSG/CBHH? R-
CrossBorderPrivacyEnforcement. pdf

1515 U.S.C. § 45(a)(2).

18 Letter from FTC Chairwoman Edith Ramirez tér¥ Jourova, Commissioner for Justice,

Consumers, and Gender Equality at the European @ssion Attachment A (Feb. 23, 2016)
(“Vera Jourova Letted). In some instances, the FTC’s privacy and data ggaases involve
alleged violations of multiple statutes.
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Information Security Practice Principles (“FIPP§2-the same principles on which the FCC
bases some of its proposals inNBRM*® With these consumer protections already in place fo
edge services and other non-Title Il offeringsyehs simply no need for the FCC to reinvent the
privacy and security wheel for such services.

C. As the FCC has recognized, the FTC has zealouslyferced Section 5 of the FTC
Act when companies fail to meet data privacy and serity expectations.

As the FCC notes in tHéPRM,“[t]aken together the FTC’s online privacy casesu®
on the importance of transparency; honoring conssinegpectations about the use of their
personal information and the choices they have raadet sharing that information; and the
obligation of companies that collect personal infation to adopt reasonable data security
practices.?® Collectively, the FTC’s enforcement actions hakiewn that the FTC is an active,
zealous privacy enforcer willing to bring actiorgaast non-exempt entities whenever it
believes appropriate standards have not been Tines.continued leadership on privacy and
security underscores why there is no need for imahdit data privacy or security regulation by
the FCC over edge services or other non-Title férarigs.

The FTC also has substantial administrative anitiglcenforcement powers to protect
consumers. The FTC’s administrative enforcemetitaity allows the agency to “prosecute

any inquiry necessary to its duties in any pathefUnited States,” and to “gather and compile

18 ORGANISATION FORECONOMIC CO-OPERATION ANDDEVELOPMENT, OE CDGUIDELINES ON

THE PROTECTION OFPRIVACY AND TRANSBORDERFLOWS OFPERSONALDATA 14-15 (2013),
http://www.oecd.org/sti/ieconomy/2013-oecd-privagydelines.pdf(Part Two — Basic
Principles of National Applicationgee alsdExecutive Office of the PresidentidATA:
SEIZING OPPORTUNITIES PRESERVINGVALUES 17-18 (2014),
http://www.whitehouse.gov/sites/default/files/ddmg/ data_privacy report_may 1 2014.pdf
(describing “global consensus around the FIPPS”).

¥ NPRMT 5.
201d. 9 8.




information concerning, and to investigate fromdito time the organization . . . engaged in or
whose business affects commerte.”

Administrative enforcement actions generally reguttonsent orders to undergo
independent, third-party audits of a company’s ¢aikzacy or security programs every year or
every other year for a period of 20 ye&rs, process that is viewed as “exhaustive and
demanding.®®* The audits generally involve specific reviewsagfeed-upon safeguards,
explanations of how the safeguards are appropaatkexplanations of how the safeguards are
implemented* In addition, FTC consent orders often prescrigréain steps that the subject
company must take in the futured, providing enhanced notice or obtaining specifid a
informed consent for data practicé3)Violations of the FTC’s administrative orders daad to
civil penalties of up to $16,000 per violation,&#6,000 per day for a continuing violation,
which, in the case of practices affecting many comers, can amount to millions of doll&fs.

D. Existing state laws also provide additional consunmigrotections.

In addition to federal protections, nearly evestesthas enacted its own consumer

protection statute that creates additional datzapyi and security protectiofs. These statutes

2115 U.S.C. § 46(akee A Brief Overview of the Federal Trade Commigsimvestigative and
Law Enforcement AuthorityeD. TRADE COMM’N (July 2008) http://www.ftc.gov/about-
ftc/what-we-do/enforcement-authority.

?2 Solove & Hartzogsupranote 11, at 606.
23 1d.

4 1d.

?®1d. at 635.

26 \/¢ra Jourova Letter

2" SeeJonathan Sheldon & Carolyn L. Cartenfair and Deceptive Acts and Practic@87-89
(6th ed. 2004) (noting that all states, the DistwicColumbia, Puerto Rico, Guam and the Virgin
Islands have one or more consumer protection stut
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prohibit fraudulent, unfair, or deceptive practié®and state attorneys general have been called
“crucial agents of regulatory change” for theirerat enforcing these laws to protect consumer
privacy.”?

Additionally, some states have passed a wide rahgpecific privacy laws that often
serve as the basis fde factonational standards. For example, California apthare require
providers of online services that collect persgnaléntifiable information to make their privacy
policies conspicuously availabl®. California and Delaware also prohibit providef®nline
services from using or disclosing a minor’s persarfarmation for purposes of marketing or
advertising certain products where the online sexvare directed to minors or the providers
have knowledge that the services are used by mifhoBecause it would be unduly burdensome
for most technology companies to design produalissanvices for particular state markets, such
companies often choose to adopt state-specifidnements as a national standafd.

Businesses also are subject to a host of statesdataity laws that require parties to

notify consumers in the event of the unauthoriziedldsure of their personal informatidh.

8 SeeMichael M. GreenfieldConsumer Law: A Guide for Those Who RepresentrSelle
Lenders, and Consumet$8-62 (1995).

29 Danielle Keats CitrorPrivacy Enforcement Pioneers: The Role of StaterAe¢ys General in
the Development of Privacy LaiNotre Dame Law Review, Forthcoming,
http://papers.ssrn.com/sol3/papers.cfm?abstra 783297

30 CAL. Bus. & PROF. CODE § 22575(a); [EL. CODEANN. tit. 6 § 1205C(a).
31 CAL. Bus. & PROF. CODE § 22580(c); L. CODE ANN. tit. 6 § 1204C.

32 Katy BachmanCalifornia Paves the Way for Privacy Taking therRedn Behalf of the
Nation ADWEEK (Oct. 21, 2013)http://www.adweek.com/news/technology/californiasgs:
way-privacy-153260

33 SeeSecurity Breach Notification Laws,AMIONAL CONFERENCE OFSTATE LEGISLATURES
(Jan. 4, 2016http://www.ncsl.org/research/telecommunications-arfidrmation-
technology/security-breach-notification-laws.aspx
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And some states require businesses to implementantdain reasonable security programs
designed to safeguard consumers’ personal infoomzti

V. The FCC Should Consider Providing Additional Flexihlity and Support for Small
Businesses.

Throughout thd&NPRM the Commission seeks comment on the impact itsosadp
could have on small business&sAs the FTC recognized in its 2012 Privacy Repiartertain
situations the burden that additional requireméntgse on small businesses can sometimes
outweigh the risk of harm the requirements arengiting to prevent® Consistent with the
FTC’s analysis, the Commission should explore thtemtial burdens that its new requirements
could impose on small businesses, along with flextompliance mechanisms, including for

example its proposed recordkeeping and breachaaitifn requirements.

VI. Conclusion.

For the forgoing reasons, the Internet Associati@es the Commission to continue to
refrain from imposing any new privacy- and securéiated requirements on providers of edge
services and other non-Title Il offerings. Theuiegments set forth in Section 222 of the
Communications Act are expressly limited to Titléelecommunications services and do not
extend to edge services. Moreover, new requiresranat unnecessary for the edge, including for

example because providers of edge services andmtheTitle Il offerings are already subject

34 See, e.gARK. CODEANN. § 4-110-104(b); BL. Civ. CoDE § 1798.81.5; M. CODEANN.,
CoMm. LAw § 14-3503(a).

% See, e.gNPRMYT 30, 35, 40, 59, 77, 80, 89, 92, 95, 101, 131, 164.

3¢ FEDERAL TRADE COMM’ N, PROTECTINGCONSUMERPRIVACY IN AN ERA OF RAPID CHANGE:
RECOMMENDATIONS FORBUSINESSES ANDPOLICYMAKERS 15 (Mar. 2012),
https://www.ftc.gov/sites/default/files/documengplorts/federal-trade-commission-report-
protecting-consumer-privacy-era-rapid-change-recenuations/120326privacyreport. pdf
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to the FTC’s robust and comprehensive data prieaclysecurity framework, as well as other

federal and state laws.

Abigail Slater

General Counsel

The Internet Association
1333 H Street NW
West Tower, Floor 12
Washington, DC 20005
(202) 770-0023

Respectfully submitted,

/sl Mark W. Brennan

Mark W. Brennan
Partner

Hogan Lovells US LLP
555 13th Street, NW
Washington, DC 20004
(202) 637-6409

Counsel for The Internet Association

May 27, 2016
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